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1 Num of Classes

2 Depth of Inheritance Tree

3 Instability

4 Lack of Cohesion of Methods
5 Num of Attributes

® Num of Activities

7 Num of Services
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8 Num of Broadcast Receivers
® Num of ContentProviders

10 Num of Dialogs

11 Num of Threads

12 Num of Intents

13 Google Forms
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0.16*(SQL) +0.33*(BMAP)-0.33*(NOCH)-0.33*(PPIV) -0.33*(APD)-0.16*(NBI) - o
0.33*(NOM) +0.33*(IPM) -0.33*(CC) +0.33*(LOC) +0.16*(VQTY) +0.16*(RFC)
+0.16%(TCC) +0.16*(LCC) -0.33*(IFC) -0.16*(CBO)

+0.22%(DIT)- 0.22*(COP) - 0.22*(LCOM) -0.22*(NOAT) - 0.22*(NOAC) - 0.11*(NOS) +

0.22*(COC) - 0.22*(NOBR) + 0.11*(NOCP) - 0.11*(NOD) - 0.22*(NOT) + 0.22*(MSDK)

+0.22*(TSDK) +0.11*(BSMC) +0.11*(LOCL) +0.11*(GPS) +0.11*(XML) +0.11*(NTO) - Cote

0.22*(1/0) +0.11*(SQL) +0.11*(BMAP) +0.22*(PPIV) +0.11*(NBI)-0.11*(CC)
+0.11%(VQTY) +0.11*(IFC) +0.22*(CBO)

+0.14%(NOC)-0.14*(DIT) +0.14*(COP)+ 0.14*(LCOM) -0.28*(NOAT) + 0.28*(NOAC) +
0.14*(NOS) - 0.14*(NOSI) + 0.14*(COC) + 0.14*(NOBR) +0.28*(NOCP) + 0.14*(NOD) -
0.28*(NOT) +0.14*(BSMC)+0.28*(WKL) +0.14*(LOCL)+0.28*(XML) -0.28*(NET) - L
0.28%(1/0) +0.14*(SQL) -0.14*(BMAP) -0.28*(NOCH) +0.14*(PPIV) =)
+0.28*(NBI)+0.14*(NOM) +0.28*(CC)-0.28*(WMC) -0.14*(LOC) +0.14*(RFC) -
0.28%(TCC) -0.14*(LCC) +0.14*(IFC) -0.14*(CBO)
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+0.2%(DIT) -0.1*(COP) -0.1*(LCOM) -0.1*(NOAT) - 0.1*(NOAC) - 0.1*(NOS) +
0.1*(NOSI) - 0.2%(COC) + 0.1*(NOBR) +0.1*(NOCP) + 0.2*(NOD) +0.1*(MSDK)
+0.2%(NOI) +0.1*(TSDK)+0.1*(BSMC)+0.2*(WKL) -0.2*(LOCL)+0.1*(GPS)+0.1*(XML) L
-0.2%(SQL) -0.2*(BMAP) +0.2*(NOCH)-0.1*(PPIV)+0.1*(APD)-0.1*(NBI)+0.2*(NOM) e
+0.1*(CC)-0.1*(WMC) -0.2*(VQTY) -0.1*(RFC) -0.1*(TCC) +0.2*(LCC) +0.2*(IFC) -
0.2*(CBO)
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Providing a qualitative model of mobile network malware based on
Android operating system

Alireza Faraji Dr.Hamid Akbari

Abstract

In the field of Android software production, the increasing number of programs and malware has
increased the risk in sensitive missions such as military missions. These programs collect information
and conduct intelligent attacks on the network platform; Therefore, the necessity of making high-
quality software and appropriate quality models has become very important. Researchers have
developed Android quality models, but these models have problems. For example, the benchmarks
are not intended for mobile-specific measurements and the models are not applied to Android apps.
Based on the studies, eight new Android-specific metrics have been identified that have been added to
the quality attributes. These criteria also include "data integrity and security”. Through a survey of
Android developers, the relationship between source code criteria and determined quality
characteristics and the reliability of the survey have been investigated using Cronbach's alpha
statistics. The results show that the quality model of Android applications is associated with
acceptable reliability. Also, T-Test was used to calculate the difference between the results of the
quality model and the evaluators' scores, and a significant statistical correlation between the two data
sets was confirmed. These results show that the quality model has good reliability and support.

Keywords: Malware quality, mobile malware, quality model, Android applications, ISO/IEC SquaRE
standard



