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Abstract:

Digital signature is a scheme for checking the identification of a sender's message with the help of
mathematical operations, which can be used as a strong tool to identify people and organizations, just
like a manual signature. The sender of the message attaches the digital signature obtained from the text
of the message with the help of the hash function and encryption function to his message. Unlike manual
signature, digital signature changes with different messages. Digital signature guarantees that the content
of the message is verified by the sender and has not been changed by someone else.

In this article, the issue of challenges in the implementation of digital signature in the cyber space based
on encrypted information technology has been investigated. Currently, with the expansion of the use of
electronic signatures, digital signatures can be used as an alternative to manual signatures. A digital
signature is a type of electronic signature that contains a string of mathematical codes specific to a
certain person. However, there are still security weaknesses that limit the use of digital signatures. In
many electronic signature guidelines and guidelines, requirements for advanced electronic signatures,
which are digital signatures, are stated. In this article, it is tried to take a step towards improving the
security of digital signature by reviewing and improving these requirements.

Keywords: Digital signature, cyberspace, information technology, cryptography, digital transformation
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