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Investigating TrustZone ARM vulnerabilities

Alireza Faraji Seyed Javad Mousavi

Abstract

The security vulnerability of processors using Arm's Cortex architecture will affect many devices. This architecture is
often used in mobile devices. Security problems related to memory have affected millions of CPUs manufactured by
Intel. ARM has also confirmed that many CPUs that use the Cortex architecture suffer from security vulnerabilities.
The Cortex architecture is used in a wide range of Android devices and devices running Apple's iOS operating system.
In this article, we first introduce TrustZone and then continue to examine its vulnerabilities.
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