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Intrusion detection system deployment strategies in Internet of Things networks

Alireza Magsoodian
Abstract

With the ever-increasing expansion of the Internet, we see its widespread presence in all
areas of people's lives. In Internet of Things networks, the intrusion detection system can
be located in a border router, in one or more dedicated hosts, or in any physical object. The
advantage of placing the intrusion detection system in the border router is to detect
intrusion attacks from the Internet on objects in the physical domain. However, an intrusion
detection system in the router may cause communication overhead between the LLN nodes
and the border router. Placing the intrusion detection system in LLN nodes may reduce the
communication overhead related to network monitoring, but it requires more processing,
storage and energy resources from the nodes (Walgreen et al., 2013). Distribution of
intrusion detection agents among Some dedicated nodes may also be a solution for less
traffic monitoring and more processing volume. However, the only solution requires
organizing the network into different regions, which may become a challenge in itself.
The purpose of this article is to investigate the deployment strategies of the intrusion
detection system in Internet of Things networks.
Keywords: Internet of Things, system deployment, penetration in the Internet of Things
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