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Presenting a classification-heuristic hybrid method in order to identify intrusions
and malicious behaviors

Sanaz Shahreki Fatemehzahra Shojaei
Master's degree student of Information Technology Master's student in electrical engineering, control
Engineering, University of Sistan and Baluchistan major, Shahid Bahonar University, Kerman
1-1-

Abstract - Y-

In this research, a new and identifiable method for malicious detection and penetration is presented. The
introduced method includes three stages of time purchase, user review and identification with
application in macro domains. The proposed method for training data is divided into time intervals and
exploits and uses the browsing information of users in each time interval. This method includes the
combined structure of software and hardware to detect malicious data and features. For classification in
the proposed method, the support vector machine algorithm has been modified and for prediction, the
bacterial colony algorithm combined with the immune system algorithm has been used. The results of
this research show that the proposed method improves the accuracy by 97.2% compared to other
conventional methods for big data.

Keywords: Bacterial colony algorithm, intrusion detection, malicious behaviors, big --¥
data. .



