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Marking-based IP packet tracing in AS-level BGP network with Extended
Community capability

Alireza Faraji Seyed Javad Mousavi

Abstract

IP tracking is one of the most important security issues in computer networks. In today's computer
networks, the sending and receiving of information packets is done at a very high level, and usually a large
number of packets are sent and received in the network; Therefore, in case of malicious attacks, it is very
important to determine the source of the attack and access the necessary information to reveal the details
of the attack. One of the methods used for IP tracking is the use of BGP protocol with Extended
Community (EC). In BGP protocol, information sent through Update packets is sent to other devices using
EC. By using this EC, it is possible to determine for each information packet from which autonomous
system it entered the network. This allows, in case of attacks, the path of malicious packets using the
specified EC information and the location of the origin of the attack. For this reason, using BGP protocol
with EC is one of the effective methods for IP tracking and can help prevent malicious attacks on the
network. However, to use this method, the BGP protocol must be configured in the network and
configurable devices must be used.
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