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Examining the security of the Internet of Things using machine learning and
blockchain techniques

Reyhaneh Rakhshani Amin Shahraki Moghadam
Master of Software Engineering, College of Assistant Professor, Department of Software
Engineering and Technology, Islamic Azad Engineering, Faculty of Engineering and
University, Zahedan Branch, Zahedan, Iran Technology, Islamic Azad University, Zahedan

Branch, Zahedan, Iran

Abtract

With the significant increase of data through the devices available in the Internet of Things platform,
information security plays a prominent role in this field day by day. Malicious attacks are increasing rapidly,
and security activists must use new methods with higher accuracy and efficiency to deal with them, because
traditional methods for establishing network security no longer function as before. Machine learning as an
intelligent tool can help to detect and predict various attacks. Machine learning algorithms can provide high
accuracy and efficiency by learning to see and use different tools. One of the issues that is a constant concern
of this field is the traditional databases and their vulnerability to change and deletion of data by hackers,
which can be solved by using the blockchain model for data storage.

Key words: Internet of Things Security, Machine Learning, Blockchain, iot



