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Algorithm 1 Digital Signature by Merchant ltem Size  Description
1 message - M Address + Amaum + M_Address 38 bytes Merchant's address (public key)
' i - Amount String Payment amount
TlmeStamp + M_TX_]D TimeStamp 29 bytes  Payment transaction time (UTC)
o . o M_TX_ID 7 bytes Merchant’s transaction 1D

2' DlgltaISlgnaturﬂ - SlgnmESSHEE(M_ﬁddress, DigitalSignaturel 88 bytes  Generated by digitally signing the

messa e] message with the merchant’s
g private key
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Function Return value Description

signmessage() Digital signature Returns a digital signature, which proves that the message was approved by the owner of the address or
private key
DigitalSignature = signmessage( [address | private key], message)
verifymessage() True or false Verifies that message was approved by the owner of address by checking the digital signature. The result 1s
true or false unless an error occurs
[True | False] = verifymessage(address, digitalsignature, message)

@ Meschant ” © | ]
i PAYMENT
Payment request
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4,377 oare
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Merchant's Digital Signature  Customer's Digital Signature
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MAddress Amount DigitaSiananre | Di
(380vte) (String) (2mm) (Me) (88bye) (88tye)
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Component Hardware Software Ttem Size Description
M_Address 38 bytes  Get value from QR code
Merchant AWS EC2 (m5.large) Node.js v8.12.0 Amount String Get value from OR code
Customer application LG G Pad HomeBoy Android 4.2.2, TimeStamp 29 bytes  Get value from QR code
Android Studio 3.2.1, M_TX_ID 7 bytes Get value from QR code
Java SDK version 28 DigitalSignaturel 88 bytes  Get value from QR code
Blockchain system AWS EC2 (m5.large) Node.js, DigitalSignature2 88 bytes Generated by digitally signing Digi-
MultiChain 1.0.3 talSignaturel with the customer’s

private key
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Algorithm 3 Authentication by Blockchain System | Blockchain System |
INPUT : M_Address, Amount, TimeStamp, M_TX_ID,

ol (g S (g § Canid

DigitalSignature1, DigitalSignature2 from Customer iciok
49 o [ el
M_Address, M_TX_ID from Merchant peenenn 1€ : Customer authentication
1. message = M_Address + Amount + W Custpmer's
TimeStamp + M_TX_ID Input ' digitalsignature2 |  Public Key :
2. //Step 1: Customer authentication : :
3. if (verifymessage(C_Address,
DigitalSignature2, DigitalSignature1)) { W
4 // Step 2 : Merchant authentication =+ verifymessage()
5. if (verifymessage(M_Address,
DigitalSignature1, message)) { " H ; False verify
6. if (M_Address + M_TY_ID from - digaeignaturel fail
Merchant == b b TR sl
7. M_Address + M_TX_ID from
Customer App) { Step 2 :/Merchant puthentication
8. send OK to Customer Appand Y R LU O P .oy
Merchant : 3%
) else verifymessage()
10. send FAIL to Customer App and Nocihant’s
u Merchan}t Public Key False venify
12. }else { : T il
13. send FAIL to Customer App and L
Merchant Message is authenticated
14 } : and nonrepudiation is proved
15. }else{ :
16. send FAIL to Customer Appand Merchant | 3 eeeeeeenaensssannandt
17. }
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Investigating the blockchain-based payment model and increasing security in
payment systems using decentralized blockchain
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Abstract

With the rapid development of global e-commerce, improving the efficiency and convenience of e-
commerce payments becomes increasingly important. Current e-commerce payment systems require a PG
payment gateway for credit cards or checks. This entails PG costs, which in turn increases the cost of
engaging in e-commerce. Blockchain technology is a distributed ledger that gives participants the
opportunity to establish a credit agreement on a set of shared facts without mutual trust, using a
cryptographic mechanism and consensus algorithms, etc. The features of blockchain technology's
decentralization, continuity, anonymity and auditability, immutability, transparency and natural
settlement are actually fully in line with the demand of the electronic payment field. Part of this paper
proposes a simple payment model that uses the basic features of digital currencies, such as public key,
private key, and digital signature, to eliminate the need for transaction intermediaries such as public key
certificates and PG. On the other hand, there are still concerns regarding privacy and security in
decentralized blockchain, and another part of this research, Hyperledger Fabric and BPS algorithms to
increase security and speed in decentralized blockchain, has been introduced and investigated .

Keywords: Payment Systems, Security, Decentralized Blockchain, Hyperledger Fabric, BPS.
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