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Abstract
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Today, with the gradual establishment of space-based wireless networks, which is a result of
the integration and convergence of satellite communications, the Internet, and mobile

wireless networks,

we are witnessing an increase in the possibility of providing

comprehensive information and services at any time and in any place, but from a security
perspective, this integration leads to an increase in their vulnerability to cyber attacks.
Abusing the Internet-based remote configuration feature, eavesdropping or disrupting
satellite Internet communications, falsifying signals, disrupting mobile phone networks, are
among the possible cyber attacks in these types of networks.

So far, many technical measures have been taken regarding the structure, architecture, and
protocols of this type of networks, and most of the research are in the field of improving the
efficiency and reliability of space-based wireless networks. In the articles related to threats
and security solutions, only a part of the cyber threats of this type of networks is presented,
and there is no comprehensive view of the types of cyber threats of space-based wireless
networks and the required security solutions based on their architecture. Based on this, in
this article, while identification and valuation of cyber assets and the understanding of
the overall architecture of these types of networks and analyzing and classifying cyber
threats based on a combination of ENISA threat classification and STRIDE threat model, we
have designed a comprehensive cyber security framework based on defense-in-depth
strategy in space-based wireless networks.
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