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Increasing Security Data in GIS

Sedighe Ebrahimifar Amir Sahrakar

Water and Sewerage Company Water and Sewerage Company

1-2- Abstract

Geographic information system (GIS) plays a vital role in many applications, including
in the water and electricity industry, where successful application in this field requires
accuracy and confidentiality of information. In the era of digital communication, GIS
plays an important and key role in making decisions and providing strategic plans in all
areas in the water and electricity industry. The loss of data integrity and confidentiality
and wrong decisions in the industry create heavy consequences in an area and
constitute a bioterrorist attack, and this issue shows the sensitivity of water and
electricity information and maintaining information security in this area more than
ever. In the proposed system, we have introduced a hybrid mechanism of encryption
and encryption to protect GIS data. By sending information through image and hybrid
encryption, we have provided a solution to keep data more secure than before.

1-3- Keywords GIS, encryption, security, geospatial data.



